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00 TEASER 
we are given a game and the challenge description states:"Beat the boss and get the Easter egg! Submit the 

solution code of the egg" - but we are hackers and will beat the boss in a different way! 

i simply started the game, saved it once and exited again. then i used a savegame editor 

(RpgMakerSaveEdit) to give myself the egg item.  

 

in the game again i was able to find the secret key - just needed to convert it from hex to ascii. 

 

Password: 47ru3h3r0 

 

 



01 PRISON BREAK 
this challenge gives us two phone numbers and an image. a quick google with "prison break origami code" 

brought me to this page with the solution: http://www.givememyremote.com/remote/2006/09/26/prison-

break-origami-code-broken/ 

following these steps, i discovered the password: prisonerisking 

02 BABYLON 
after hours of google (i simply didnt read good enough) i finally found the library of babel homepage. 

using the codes from the challenge, we can search the library on this link: 

https://libraryofbabel.info/browse.cgi 

using the hex from the challenge and the other parameters we can discover the challenges key: 

 

03 PONY CODER 
pony code google fu. i stumbled over punycode after a while - but the given text is missing the prefix. when 

we add it, we can decode it: 

 

pass: gin tonic 

  

http://www.givememyremote.com/remote/2006/09/26/prison-break-origami-code-broken/
http://www.givememyremote.com/remote/2006/09/26/prison-break-origami-code-broken/
https://libraryofbabel.info/browse.cgi


04 MEMEORY 
using the developer tools in chrome, we can simply discover which image is behind the memory cards: 

 

i expanded all nodes recursively and then used the search to highlight the correct cards. this was a manual 

process, which i did during a tv session. i was too lazy to code something for that. 

05 SLOPPY & PASTE 
in this mobile challenge we should just copy paste the code in the moble app, but the text gets truncated.  

like every year, i dumped the app with Clutch2 on my jailbroken iphone and checked out the files from the 

app. 

in the www folder i opened the file challenge05.html in ultraedit, copied the base64 string to cryptool, 

decoded and saved it as png. task solved. 

06 COOKING FOR HACKERS 
after we decode all strings from base64 to ascii, we get a new string. 

saltoilt7w2gntdo.onion 

onion is a TOR url. 

using the tor browser we can open this address and find the hidden egg. 

  



07 JIGSAW 
i googled for tools to solve jigsaws automatically, but didnt find something good until i added "python" to 

my search query: 

https://github.com/nemanja-m/gaps 

this script will solve the jigsaw almost 100% for us. enough to read the solution.  

 

password: goodsheepdontalwayswearwhite 

08 DISCO EGG 
this is a nice challenge - looks really fancy. but we need somehow a QR code, which is black and white.  

using the developer tools i discovered, that the cells either have the class white or black, but never both: 

 

i created a local copy of this webpage with wget and then search replaced all colors until i only had black 

and white left. again with search replace i changed the "class" to "bgcolor" and then viewed the webpage.  

using cellspacing=0 and cellpadding=1 for the html table will give a nice QR. 

https://github.com/nemanja-m/gaps


09 DIAL TRIAL 
i did of course reverse engineer the mobile app and found out, that it just plays an mp3 file which contains 

DTMF tones.  

using this webpage i converted them to numbers: 

https://unframework.github.io/dtmf-detect/ 

4*7#2*6#1*2#2*5#2*3#3*6#2*6#2*6#3*6#2*5#3*4#1*2 

this is the same encoding like in challenge 1. just use the numbers on the keypad and read the corresponding 

letters, which gives: snakeonnokia 

10 LEVEL TWO 
i tried to hack the save game like i did in the teaser, but that only gave me one password which didnt solve 

the challenge. then i tried to decrypt the rgss3a file with this decrypter: 

http://www.mediafire.com/file/3ps81u5opyasn07/All+decrypter.rar 

 

with sysinternals strings utillity i extracted all strings of these rvdata2 files: 

strings *.rvdata2 >strings.txt 

i noticed multiple hex strings: 

7034353577307264355f3472335f6330306c 

7034353577307264355f3406033b5749114c 

7034353577307264355f052d066b15035433 

70343535773072105d6c6b05032d0f546f4c 

but only one was good ascii (that is the password that you can get by cheating the savegame egg) 

https://unframework.github.io/dtmf-detect/
http://www.mediafire.com/file/3ps81u5opyasn07/All+decrypter.rar


 

the others looked somehow broken 

 

here i was stuck for some time, because i didnt understand the hint "you must combine them". but then 

suddenly i did what a hacker does - xoring the values! http://xor.pw/ helps a lot and even displays ascii. 

 

password: 1_54v3d_th3_w0rld_t0d4y! 

11 DE EGG YOU MUST 
a password protected zip. ok - lets crack it. using zip2john and then john, i discovered the password really 

quickly: thumper 

now we have multiple files that seems to be splitted - lets copy them together. we can use cat (on linux or 

MacOS) or copy /b egg* >egg.bin on windows.  

using the file command we can find out that it is a m4v file, lets rename it then. 

but its only a video of a cat playing piano. "de egg we must". smells like steganography, but what the heck 

is de egg?  

http://xor.pw/


if you google deegg steganography (without the space) you will find it: Deegger Embedder. 

http://www.zasi.org/DeEgger-Embedder.php 

using the m4v file with it, will reveal the egg. without the proper extension it didnt work for me. 

12 PATIENCE 
from the mobile app again i checked the html file of this challenge: 

 

it calculates a hash on every timer event. of course i tried to trick the counter, but this didnt work. lowering 

the timeout also didnt really make it faster.  

from the javascript we can see that it sends a hash and the counter to the app. 

 

and in the app it does calculate sha1hex based on the input from the javascript. so we have 

genesis+100000 hashed and then this hash+99999 hashed and so on.  

with a simple python script we can find the correct path to the egg: 

http://www.zasi.org/DeEgger-Embedder.php


 

13 SAGITTARIUS... 
this was the last challenge i have solved. it was rather tricky, because it required some different knowhow - 

not really computer related. 

the file itself can be opened in google earth and it will show some stars at the sky.  

using the coordinates from the xml file, i recreated the circle in excel - see screenshot below. 

to get a QR code, we need to map the coordinates from the circle to a square. some google searches gave 

me this interesting page: 

http://squircular.blogspot.ch/2015/09/elliptical-arc-mapping.html 

i tried this code with the coordinates from the kml, but it didnt work. reading the paper 

https://arxiv.org/ftp/arxiv/papers/1509/1509.06344.pdf reveals, that we need the coordinates in the 

range -1 to 1. 

we can achieve that by finding the center of the circle and then substract the values from the coordinates. 

the middle is 120.0, -45.5. 

i did this in excel with a formula and then used these coordinates in the C code from the article above - but 

yeah, i could have implemented the formula in VBA directly. 

now ive got new coordinates and using those in excel to draw a point diagram, will give us a QR code.  but 

its mirrored. i had to tweak excel datapoint format a little and then flip the qr code in paint.net to finally 

scan it. phew.  

 

http://squircular.blogspot.ch/2015/09/elliptical-arc-mapping.html
https://arxiv.org/ftp/arxiv/papers/1509/1509.06344.pdf


 

14 SAME SAME... 
this challenge got me lost quite some time, because i thought its about magic hashes. actually magic hashes 

would work (because of the == operator), but i was not able to create a file that gave me one. 

but recently google showed that they can create a sha1 collision https://shattered.io/  

with this attack we can create two pdf's that will have the same sha1 and that contain QR codes for Hacky 

Easter and Hackvent: here is a website that does it for us: https://alf.nu/SHA1 

its not obvious, but this php qr library can also read PDF's. 

  

https://shattered.io/
https://alf.nu/SHA1


15 MANILA GREETINGS 
cards? deck? sounds pretty much like the solitaire cipher. i just spent too much time using the wrong tools. 

first i converted the deck into numbers using this simple python script (JK is Joker A and JB Joker B) 

 

then its easy with this webpage: http://www.phys.uconn.edu/~aldridge/solitaire/solitaire.htm#fields  

 

16 GIT CLOAK --HARD 
oh jeez - again a git challenge. im really a n00b at git and i have tried a lot of things - including a lot of 

gui tools and scripts, but i only found fake flags. 

this made me think, that maybe the flag isnt even referenced in this repo, but only available in the binary 

files. but how can we extract it? 

after some google fu i found out, that we can display the contents of git objects with "git cat-file -p": 

https://githowto.com/git_internals_working_directly_with_git_objects 

now we just need to supply the correct hashes to extract all the files. we can find these by listing all objects 

with ls-R. a quick ultraedit search/replace/copy job created all possible combinations and the egg was 

hidden in this command: 

git cat-file -p dbab6618f6dc00a18b4195fb1bec5353c51b256f >egg.png 

  

http://www.phys.uconn.edu/~aldridge/solitaire/solitaire.htm#fields
https://githowto.com/git_internals_working_directly_with_git_objects


17 SPACE INVADERS 
codemoji encryption? what? i had no idea how to decrypt this, but i have found the source code of it here 

https://github.com/mozilla/codemoji 

using node, i ran a bruteforcer coded in js, which decrypted the ciphertext with all emoji's that i found in 

another example js file in this project. 

 

oh no. the key was already visible on the challenge page(alien emoji) - a good guess already would have 

solved it. ha ha.  

18 EGG FACTORY 
we are given the file A.8xp which turns out to be a program for the TI-series calculators. using this online 

decompiler/compiler/emulator we can analyze and solve this challenge:-  

https://www.cemetech.net/sc/ 

i just lost quite some time figuring out how the calculator works and which ROM i have to use. 

following the basic code showed a program that asks for numbers and lets you login or check a passcode. 

the number 3 reveals a secret, but it will fail, because not all variables were set. we need to find the 

password - which is based on the code only a 8956 xor 9191 = 0283 

https://github.com/mozilla/codemoji
https://www.cemetech.net/sc/


 

how to make it print the flag: 

 load a TI-83/84 ROM 

 select TI-83+/TI-84+ TI-BASIC in the source code view 

 click Test 

 turn calculator On (left bottom) 

 press PRGM 

 press 1, enter 

 press 2, enter 

 0283 

 press again PRGM 

 press 1, enter 

 press 3, enter 

 it will print a message, but its too big for the screen 

 use WINDOW to change the Xmin, Xmax, etc 

    

almost not readable, but i ran it in a different emulator and a good guess also helped. WOW_N1CE_HAX 

 



19 VIRTUAL HEN 
this challenge was somehow weird, because its blind brute force with no hints. from the algorithm we can 

detect TEA encryption and the keyspace is limited. also the passsword length is fixed - but still - on my PC i 

only got about one character changed over night for all eight chars! 

bruteforcing all possible values would take multiple DAYS - in the worst case even a MONTH. 

if you good guess here and start with G as beginning letter (thinking about EGG) then its solveable in just a 

few minutes. i dont really got the idea of this challenge - bruteforce such a long time or a lucky punch? 

anyway, i coded a C program, which decrypts one block and compares it to a valid PNG header, because 

bruteforce with the program itself would take even longer. wordlists didnt work either. 

check the source code for more information.

 

20 ARTIST: NO NAME YET 
this challenge gives us two files. in the pdf we can find a hint using http://www.extractpdf.com 

 

ok - so we know its about hiding information in midi files. this is steganography. the hint about 0-127 tells us 

its about the volume midi parameter (good i did produce a lot of electronic music in my life). 

http://www.extractpdf.com/


we most likely need to extract midi events - but whats the best way to do that? i was too lazy to learn about 

all the details of the midi format and just used https://www.anvilstudio.com/ to save the midi events as txt 

and then regex the volume out of it. 

i coded a python script that gets all midi events from the different tracks (that i saved manually to txt) and 

converted them to ascii. 

 

i ran this for all files and got one interesting hit: 

 

this is morse code and gives: 

 

nice challenge! 

  

https://www.anvilstudio.com/


21 HOT DOG 
the zip file contains a jpg image, but something is not correct about that. using the file command reveals, 

that it is actually a tiff. 

 

when we rename it to .tiff and then open it in photoshop, we get additional layers. 

 

sadly the egg is not the flag, but it contains ciphercode: 

 

Arf3ThIY8VQg2GUd249wzDYi7CXqTST+9g4Q7bbT2eF+mD2KB+6oi3r

VSY/eZ6/onNBNYPo2BPqIVEbL35G62pIHvabGcrYosGCpYhiz6EYnam

nNPrHdzmEOs8lCRw1c2Pe8kl41FH0ud7tBn6qD/stnZfGkcbeIrjaSi

IYSveHS 
 

  



in the metadata we can also find a public key: 

 

*Don't forget to delete this* 

 

-----BEGIN PUBLIC KEY----- 

MIIBIDANBgkqhkiG9w0BAQEFAAOCAQ0AMIIBCAKBgQTMleqB9nvRKhTnR4/2BDDU 

g5hkjbRQygvrZWDATbC9rXxCAqaegim2XUlD8yVxYkyzJZxmAYba7qLTe3bctocM 

L7GXdMf3kQiVLPigN2auEiPFreWZvZ/b4FzcvOhh+SprypAkYn9SapTyGzLdpYdD 

TyoWFRT7QgEhIsDGcncsXQKBgQCVbdUZa5uQ7O9bgu2WPvUwwvuI+ZK5gOZCF299 

1QRa/rdDHKyYiUxxZXjemxGICxvoC698wVvmVqzG/sCT+iLArIh4OmSHgyd1yjcA 

CWmsffHYLvsl3tnN9Jiu5qzN6aGthHjK/424NK0RkfjUdmnQydYN/MqfS7c+AkfJ 

QWV/9w== 

-----END PUBLIC KEY----- 

 

ok - we have a public key and ciphertext. what we need now is the private key, but its not in the challenge. 

lets see what we can extract from this public key with openssl: 



 

1027bit? can we crack it? not really, but i have an idea. lets convert the Modulus to decimal and then feed 

it to factordb.com.  

 

we have a hit! we just cracked RSA-1027. here are P and Q: 

217879952269581728294678882064906811140032130448560670311289981357421126251342

55635772352085743308949466567934785458002652816217408595135233580400606278413 

395971334514873342779509505300038619528851124045006182987022999055668311176664

70098035890477572068210683971280104304184580469417440656443567196733216950929 

now that we know that, we even can use RsaCtfTool to make a proper private key: 



 

but actually, we can use RsaCtfTool to decrypt the file directly, without even looking at the private key. 

the flag is base64 and we need it as binary first. i ran "echo 

Arf3ThIY8VQg2GUd249wzDYi7CXqTST+9g4Q7bbT2eF+mD2KB+6oi3rVSY/eZ6/onNBNYPo2BP

qIVEbL35G62pIHvabGcrYosGCpYhiz6EYnamnNPrHdzmEOs8lCRw1c2Pe8kl41FH0ud7tBn6qD/

stnZfGkcbeIrjaSiIYSveHS | base64 --decode >flag.bin" and then we can decrypt the flag with: 

python ./RsaCtfTool/RsaCtfTool.py --publickey public.key --uncipherfile flag.bin 

 

22 BLOCK JANE 
this challenge gives us a service which only responds with yes or no. we also have a ciphertext and 

information about AES and blocks. 

must be about the padding oracle then - the only difference for me is that its not http based. ive done such 

challenges in the past, but not socks based. 

for this kind of attack there are already multiple tools and libraries. my google fu even gave me a full 

solution in python, which we only need to adapt a little. 

https://losfuzzys.github.io/writeup/2015/10/06/tumctfteaser2015-pudel/ 

this is exactly what we need. only the ciphertext, return code and the server:port has to be changed. then 

we can run it for a while (it really takes its time) and we will see the cleartext: 

https://losfuzzys.github.io/writeup/2015/10/06/tumctfteaser2015-pudel/


 

23 RAPBID LEARNING 
this challenge was different and i spent quite some time to do my researches. it cannot be solved manually - 

believe me, i have tried it. 

google for machine learning and python revealed some complicated articles and some libraries which can 

help on this topic. the main idea is: 

we have data to train with. then we are given 5000 datasets, which are missing one attribute (g00d) - we 

must use machine learning, to predict these values. 

i have made two scripts - one that does get the training data and saves it to a file (in the correct order). 

then my learning script will get the 5000 datasets and tries to predict the missing values with the help of 

sklearn.ensemble RandomForestRegressor (because LinearRegression had a rather bad rate) algorithm. most 

of the code i have found here: 

https://www.dataquest.io/blog/machine-learning-python/ 

i played with some sample datasets to understand how it works and then adapted it for this challenge. 

sometimes you need not a lot of sample data to reach 100% predictions, but in this case i had sampled 150 

datasets to reach 100%: 

https://www.dataquest.io/blog/machine-learning-python/


 

after we have the results, we must make sure that we send it in a json integer array (with correct json 

encoding) to the webserver. if we pass 99%, we will get the egg. check out the source code- the machine 

learning part is commented pretty well.  

24 ELF 
this elf binary does only show the correct flag, when we enter the correct pin. first i didnt get how this works 

and i tried to patch the binary, but that didnt show a proper qr. then i noticed in IDA that the qr1 is 

referenced more than once. 

 



i used gdb to check whats going on, but sadly i was not able to set a breakpoint directly to the desired 

address. but i found the code by inspecting the disassembly in gdb (x/60i $eip): 

here is an interesting check. during the nextline painting, there is a compare that will manipulate the drawing 

of the lines. we can set a breakpoint to 0x56555775 and check the registers 

 

in eax we have my fake code (dec 123456) and in ebx 0x4179dce2 which is 1098505442 in decimal. lets 

try it on the binary. yes! this shows the correct qr! 

 



25 HIDDEN EGG #1 
this egg is hidden in the response headers of the webpage. its called Content-Eggcoding and is a base64 

encoded link to https://hackyeaster.hacking-

lab.com/hackyeaster/images/eggs/ba0c74ed439ab4795fc36999f542ba50b326e109.png 

 

26 HIDDEN EGG #2 
to reveal this egg you must browse on the page with the edge browser and then pin the page to the 

startmenu. to see the egg, just resize the new icon: 

 

of you can simply copy the link from this xml https://hackyeaster.hacking-lab.com/browserconfig.xml  

27 HIDDEN EGG #3 
this hidden egg is an image in the mobile app - its called logosmall.png on iOS. 

https://hackyeaster.hacking-lab.com/hackyeaster/images/eggs/ba0c74ed439ab4795fc36999f542ba50b326e109.png
https://hackyeaster.hacking-lab.com/hackyeaster/images/eggs/ba0c74ed439ab4795fc36999f542ba50b326e109.png
https://hackyeaster.hacking-lab.com/browserconfig.xml

